IT & IS audit practice areas

By
CA.S. Deephika ACA, DISA, PGP- BABI, CCRA, LIE

Information technology CPE on IT areas
for
SIRC of Institute of Chartered Accountants of India
08th September, 2021



There is no single universal definition of IT audit



Overview of IT areas

Specific area of IT audit

Agenda

Objectives of the engagement

Methodology for execution




Disclaimer

* This is not exhaustive list of areas



Reference
framework

ICAl’s Technical guide on Information
system audit

Manual for Information technology audit
from the office of comptroller and auditor
general

SRS 4400 Engagements To Perform Agreed-
upon Procedures Regarding Financial
Information
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audit

S. No

Areas

Core IT Operations reviews

Cybersecurity / Information
Security

Regulatory compliance
Business Change

Assurance compliances

Nature of engagement

Application review, ERP
remediation

Vulnerability Assessment and
Penetration testing

RBI/ SEBI/ NHB/ IDRBT/ IRDA
Technology and IPR valuation

SOX testing and ITGC
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Over all Objective of IT audits

Detects alteration that has occurred
* In Storage
* In Transit
* In Process

Protection From
*  Unauthorized access
*  Unauthorized Use
* Disclosure

Control Ensure
Authorized Access
Acceptable level of
performance
Fault Tolerance
Protect Data Redundancy
Reliable Backup
Confidentiality Availability Prevention of data loss or
destruction

*  Residing on Systems
* |n Transit
* |n Process




Regulatory

Requirements

Companies act, 2013 Section 143(1)

RBI regulations on IT - Gap Analysis and IT- governance
frameworks NBFCs

RBI Guidelines on Information security, Electronic
Banking, Technology risk management and cyber frauds
for Banks

SEBI - IT guidelines for Stock brokers and depository
participants

IRDAI Guidelines on Information and cyber security for
insurers.

Information Technology Act, 2000 and rules made there
under

ITGI Control Objectives For Sarbanes Oxley Act.

Credit bureau — IS audit mandates

IRDAI cyber security assurance audit for insurance
companies, brokers, agents etc.,



Internal Controls
— COSO Internal Control — Integrated Framework
(Most Popular)
General Computer Controls
— COBIT (Most Popular)
Control Objectives for Information and Related
Technology
Generally applicable and accepted standard for
good IT security and control practices that
provides a reference framework for management,
users, and audit practitioners

Developed by the IT Governance Institute
— 1SO 27000-1-ISMS

-- Payment Card Industry Data Security Standard (PCI- DSS)

Best Practice

Frameworks
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Data Physical

Security Security
Program ng;f;::g
Change Mgt Software
Disaster Access
Recovery General Controls
Controls
Environmental Operations
Protection i
System
Telecommunications Development
Methodology

Database
Administration
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Wireless Devices
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Summary

of ITGC

GC over IT- infrastructure/
architecture over which
business is hosted

Review of business process
followed for IT — infrastructure.

Documentation of controls
around these business
processes.
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SDLC

Data
Conversion

Planning




Steering

committee

Triangular relationship
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Execution, Planning & Control
Project manager Direction setting
Steering Commmittee



Auditing System Migrations

N

Pre Implementation Post Implementation




Auditing system migration




O Application Migration (ERP, Email, CRM,
@ Web Applications)
N eed Of Database Migration
Auditing Data
I\/I |g ratIO N Data center Migration

V Service Provider Migration




« Comparing Migrated Records to Records
Generated by the Destination System

 Ensuring that migrated records are complete and
of the appropriate context.

Scope and

« Summary Verification — using record counts and
checksums. Here, the number of records migrated
Is compiled from the destination system and then
compared to the number of records migrated.

Objectives

« Compare Migrated Records to Sources




PHASES OF DATA MIGRATION







Business Goals &

Objectives
Technology Business
Support GAP Process
Infrastructure Requirements
p y Application
Solution

Functionality




Application review

* An IS audit focused on a particular application. The scope will revolve
around evaluating the input, processing and output controls of that
particular application or software.

‘ PRODUCTION
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Data Analytics as a Service PUBLISH

Publish report to the uses
with period/ reatltime
data refresh

Preparation

Connect to data, build Data
models by transforming data,
analytical and  statistical
processing of data

Execution

Build Build interactive
dashboards  with drill
down for all identified KPIs

Planning

Identify the organisations
Business intelligence
objectives



Service organisation certificates

Independent Assurance for Service Organisations - SOC 1,
SOC 2 and SOC 3 third party assurance reports issued
under ISAE 3402 / SSAE 16 or ISAE 3000 standards
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Why Digital Forensic

To recover, analyze, and To identify the evidence quickly,
preserve computer and related estimate the potential impact of
materials in such a way that the malicious activity on the
they can be presented as victim, and assess the intent and
evidence in a court of law identity of the perpetrator




steps and techniques in Digital Forensics

analysis of the Event
data for reconstruction
evidence

of the state of
the device

[ Preservation Survey and J




L0

Cyber security



Office network

Computing
systems




PENETRATION VULNERABILITY
TESTING ASSESSMENT




“The Purple People”

Technical skills

Testing

Defining, developing and
implementing quality assurance
practices and procedures for
technical solutions and
validating hypotheses.

Data querying

Querying and manipulating data
to facilitate the solving of more
complex problems

Data modelling

Structuring data to enable the
analysis of information, both
internal and external to the
organization

Data analysis skills
Evaluating data using analytical
and logical reasoning for the
discovery of insight, e.g.
predictive modelling

Reporting software

Understanding of the underlying

theory and application of key
reporting software

Technology alighment
Understanding how technology
can be leveraged to solve
business problems

Macro-perspective
Understanding of the
organization strategy, current
issues and priorities and current
trends

Business knowledge
Understanding of business
measurement of key
performance indicators and
business frameworks.

Business commentary
Articulation of insight to explain
current and forecasted trends,
their impact and opportunities
for the organization

Soft skills

Communication and
interpersonal skills are
necessary to articulate insight
gained from analysis
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